
Add STB Profile to Device

Assign a Profile to the Apple TV using the STB APIs

On the Apple TV navigate to: Settings > System > Reset and select “Reset”

Complete the Apple TV setup so a new device activation completes and the profile is installed

Verify that the profile status is now “pushed” using the STB APIs

If Automatic Authentication can be completed without a Profile User Token ensure your device and or network are setup appropriately

Add Developer TV Provider to Device

Navigate to: Settings > Developer > TV Provider and select “Add TV Provider”

Fill out details below as they were entered on device

Identifier

Name

Auth URL

Ensure the Authentication Schemes are setup with SAML set to OFF and API set to ON

Select “Done”

Enable Set-Top Box Mode

Navigate to: Settings > Developer > TV Provider > Set-Top Box Mode and select “TV Provider”

Choose the TV Provider added above to be tested

App Bundle Identifier

Select “Set-Top Box Mode” to toggle it “ON”

Select “Use Profile User Token” to toggle it “ON”

Select “Remove Profile” to toggle it “ON”

Zero Sign-On Validations tvOS Notes

1. Uninstall the TV Provider app to 
clear any settings, state or 
authentication information


2. Re-Install the TV Provider app

3. Sign out of TV Provider 

Authentication

4. Navigate to: Settings > Developer > 

TV Provider > Set-Top Box Mode

5. Select “Test Out of Box Flow”

6. Go through the Out of Box Flow 

until you get to the TV Provider 
section

Ensure the account username is shown in the paragraph of text “… and you’ll be signed in as …”

Ensure the default focused button says “Continue” and does not say “Sign In”

7. Press Continue

8. Finish the Out of Box Flow

9. Launch the TV Provider app

10. When prompted for TV Provider 

permission select “Allow”

Ensure the application is automatically authenticated on launch

Auto Authentication Template Usage Validations tvOS Notes

1. Navigate to: Settings > Accounts > 
TV Provider and select “Sign Out”


2. When prompted to confirm Sign Out 
select “Sign Out”


3. Select “Sign In” and choose the TV 
Provider to be tested

Ensure the autoAuthenticationTemplate is used

- At the top there is a logo

- Underneath the logo is a TV Provider defined title

- Underneath the title is a TV Provider defined paragraph

- Underneath the paragraph is a default button with the label “Continue”

- Underneath the “Continue” button is an optional TV Provider defined button

- At the bottom of the template is a label for the automatically discovered username

Ensure the logo looks good in dark mode

Ensure the logo looks good in light mode

Ensure the title makes sense and does not contain any typos

Ensure the paragraph makes sense and does not contain any typos

If there is a second button ensure the title makes sense and does not contain any typos

Ensure the username label contains the account username

4. Press Continue Ensure the account name is displayed to the right of “Sign Out” button

Opt-Out Validations tvOS Notes

Ensure that the TV Provider has at least 
one opt-out mechanism for launch. 
(Customer Service, web portal, on-
device opt out)

For customer service, web portal, app or any option off device please get directions from partner to validate.

For on-device opt out please use the validation below.

1. Navigate to: Settings > Accounts > 
TV Provider


2. Select Remove Profile

3. Confirm Remove Profile

ⓘ If you are using generic profiles, ensure the userToken contains unique information such as the Profile UUID to properly support Remove Profile.

Ensure a message is presented informing you of a successful profile removal.

- The Title should be “TV Provider Profile Removed”

- The Description should be “The profile was successfully removed and the association with the TV Provider has been disabled.”

Test Results Key

Pass ✓

Pass with Issue ~

Fail ✗

Unable to Test ⚠


